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Internet in China1l01:1 am a dance girl, and | am a pa

A00 million+ Internet users, more than half have broadband access
MBetween 1 and 8 million blogsi n Chi naé

AMeavy pr omot iinfermatigatiod thiough @centralised
infrastructure for controlling the Internet

280,000 state security personnel are reportedly monitoring websites, chat
rooms and private e-mail messages

Kontent thatisillegal:i nf or mati on that wundermines the
religionsé and superstitious beliefs; information that disturbs social order, or
undermines social stability

£Of 62 "cyber dissidents" imprisoned around the world for their activities online,
54 are in China

—~————

The Internet sector is in many ways like any other industry in China
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Chi naods

Met hods of Censorship and Content

ARegulations, surveillance and punitive action

i Legal regulations (10+ government agencies, operating license and content

providers)

I Internet users (individuals/groups)

Arechnology and human monitoring

I Website blocking and filtering (router level)
iCyberpolice (306000 human monitors v

i Help from MNCs technology providers (Cisco)

|
|
I Help from citizens (online reporting centers)
|
|

i Establishing powerful propaganda presence online

—~————

A lot of Chinese Control, a little bit of Western technology = SELF-CENSORSHIP
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Meet Jingjing and Chacha: This is no Jojoke!

EHEMIHEMN NETRORE MOLICE

fStarting in January, netizens visiting all the main portals of
Shenzhen see two cartoon figures: Jingjing and Chacha
(JingCha = Police)

Kofficially, both police officers have

T the following functions: resource,
blog, photo album and interactive
http://66110.qzone.qg.com .
section

—~————

The main function of Jingjing and Chacha is to intimidate, not to answer
guestions, which is the same strategy as traditional media control
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Countering Censorship

AEvery day in China an underground economy of proxy server addresses
comes alive
i Usually connecting to servers made available by volunteers around the globe
I Addresses are passed along and traded, using elaborately coded language,
on electronic BBS or chat channels

Axnoniblogging Group and the Committee to Protect Bloggers
I Cheat the switches on MSN Spaces China

ACircumventor software (Peacefire), Electronic Frontier Foundation (EFF)
Many Dbl oggers outsi de ClAdoptaa ChieegesBhogiy c a mp a i

making the hosting of Chinese blogs a distributed, collaborative process
(http://www.voy.com/195650/)
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Il n Ot her Wor dseé

AA sophisticated system of control made of technology and human intervention
but é.

Arhe Chinese government faces two problems:

i reluctance to realize the full potential of some modern technologies in terms of
technical value and moral-political or cultural value

i difficulty of segregating business information from political information

————

China has not succeeded in finding an appropriate formula to deal with the Internet
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The usual suspects: Mi crosoft, Cisco, etcé

« The internet is contributing to Chinese political engagement
as access to the outside world is preventing more censorship »

Bill Gates,
World Economic Forum, Davos 2006

« While different countries have different standards, Microsoft
and other multinational companies have to ensure that our
products and services comply with local laws, norms and
iIndustry practices »

Brooke Richardson, group
product manager for the MSN division
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Google in China: Careful balancing act or double standard?

AReached an agreement with the Adgreed to omit Web content that the
Chinese authorities that allows it to country's government finds

disclose to users, at the bottom of alist  objectionable

of search results, whether information

has been withheld MAonot of f esmailiserndgce,Gmai | e
Web log publishing services or chat

Ariptoeing into the country with only a rooms i tools of self-expression that

handful of services (not offering e-mail, could be used for political or social

blogging or social-networking services) protest
due to privacy worries

ASelf-censored version of Google's
Aeeping its options open, the company  popular search system that restricts
is continuing to develop the Chinese- access to thousands of terms and Web
language version of Google.com sites

From ndonot do evil 0 to Nl esser of
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Can Google Really Control History?

"While removing search results is inconsistent with Google's mission,
providing no information (or a heavily degraded user experience

that amounts to no information) is more inconsistent with our mission. "
Google senior policy counsel Andrew McLaughlin
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